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[bookmark: _Toc211268628][bookmark: _Toc206705752]Introduction
[bookmark: _Toc209719267]Defining and documenting the Maintenance and Operations (M&O) Run Book is critical to aligning expectations across all stakeholders regarding how the Medicaid Eligibility and Client Management (MECM) system will be maintained and operated. This document is Deliverable #33 and serves as a comprehensive guide to all necessary activities, processes, and procedures to facilitate efficient system management. It provides a detailed framework covering the scope, roles, responsibilities, and methodologies required for the effective operation of the MECM system throughout its lifecycle. The M&O Run Book is an essential component of the overall system management strategy, ensuring consistency, reliability, and security in daily operations. By outlining standard operating procedures (SOP), defect and incident management, security protocols, technical maintenance, and performance monitoring, this document affirms that all stakeholders have a clear understanding of their roles and the processes involved in maintaining system integrity and performance. 
[bookmark: _Toc211268629]Purpose
The purpose of this document is to define the framework and processes for the maintenance and operation of the MECM system. It outlines how the system will be managed throughout its operational lifecycle, detailing the scope, activities, roles, and responsibilities necessary for effective system management. The document provides structured guidance on Statement of Process (SOP), defect and incident management, security protocols, technical maintenance, and daily performance monitoring. By elaborating on these processes, the M&O Run Book affirms that stakeholders have a clear understanding of the operational requirements and can maintain system integrity and performance efficiently.
Objectives of the M&O Run Book include:
Establishing consistency in maintenance and operational processes across various system components and stakeholders
Facilitating reliable system performance through well-defined procedures for monitoring and incident management
Educating system users and administrators about their roles and responsibilities, along with the tools and resources available to support system operations
Promoting collaboration across teams while clearly defining responsibilities to optimize the use of resources and stakeholder time
[bookmark: _Toc211268630]Scope
The scope of the M&O Run Book is defined by the requirements and obligations outlined in the contract. This document comprehensively describes the processes and procedures necessary for the effective maintenance and operation of the MECM system. The M&O Run Book includes the following key components:
SOPs: Detailed procedures for managing batches, interfaces, notices, deployments, and data activities such as data fixes and data extracts. These procedures enable all routine operations to be conducted efficiently and consistently
Production Defect and Incident Management Processes: Clear processes for identifying, reporting, and resolving production defects and incidents. These processes help mitigate any issues affecting system performance by defining how they can be promptly addressed to maintain system integrity
Security Management Processes: Comprehensive security protocols to safeguard the system against threats. This includes compliance documentation, security code scanning, access management, and incident response procedures to safeguard the system's security and privacy
Approach to Performing Technical Maintenance: Strategies for conducting technical maintenance activities, including system patching and upgrades. These strategies keep the system up-to-date and function optimally
Approach to Monitoring Daily Operational Performance: Methods for monitoring the system's daily performance, including the definition of recurring M&O reports. Monitoring daily operational performance provides continuous oversight and timely identification of any performance issues
Specifications and Process for Monthly SLA Report: Detailed specifications and processes for assembling and delivering the monthly Service Level Agreement (SLA) report which enables performance metrics to be accurately reported and contractual obligations to be met
By covering these areas comprehensively, the M&O Run Book prepares the MECM system to operate smoothly, efficiently, and securely, meeting all contractual obligations and performance standards
[bookmark: _Toc211268631]Assumptions
New York State (NYS) Department of Health Office of Health Insurance Programs (DOH OHIP) will utilize the incident and problem management system for Incident Management and Problem Management. The M&O Run Book processes will be updated to consistently reflect this direction across all work products in the future submissions
Based on ISOW3, Deloitte will perform content reviews based on the process outlined in the GOP-001_Del 33_Manage Notices During M&O.docx document for up to five percent (5%) of the notices generated for a given system rollout period for accuracy and compliance before notices are sent to stakeholders. After the rollout period concludes, this requirement will no longer apply


[bookmark: _Toc211268632]MECM Solution Overview
The New York (NY) MECM system is a transfer solution developed based on the Tennessee Eligibility Determination System (TEDS). MECM has been designed and developed with a key focus on functional and technical design modifications introduced to accommodate the initial requirements of DOH OHIP.
[bookmark: _Toc211268633]Functional System Overview
Information about the MECM system functionality and how it works can be found in the Del.18_Requirements Specification Document (RSD), Interface Control Documents (ICD) and the Del.20_Functional Design Documents (FDD) . The RSD gives an overview of the scope, assumptions, and approach to requirements gathering associated with the initial design and development of the MECM system for the Wave 1 release. The 19 FDDs describe in detail the design of the various features and functions necessary for seamless MECM system performance in Wave 1. The ICDs for the MECM system formally defines the technical specifications, data formats, and communication protocols required for secure and reliable integration and data exchange between MECM and its trading partner systems. These documents are designed to build system functionality holistically across workstreams. For example, the Verifications Part 1 and Part 2 FDDs include details of how information is captured and requested in the Member Portal and Worker Portal, how interfaces are triggered for each verification and scenario, the eligibility rules that will be considered for those scenarios, and what notices may need to be triggered.
While the FDD captures system functionality from a holistic perspective, additional documentation is also required to store the details and designs specific to each track or function within the system (e.g., Portals, Eligibility, Interfaces, etc.). These designs are referred to as Component Level Specification Documents.
[image: ]
[bookmark: _Toc211268698]Figure 3‑1: NY-Medicaid Transformation - Technology Stack
[bookmark: _Toc211268634]Physical System Overview
The physical system overview can be found in Del.16_System Architecture Design Document (SADD).docx, which includes information about the different layers of the application and how they work together to provide the technical backbone for the MECM application.
[bookmark: _Toc211268635]System User Overview 
There are multiple user populations that will interact with MECM. These user groups are documented in the list below.
Worker Portal
Customer Service Representatives (CSR) (these are Maximus workers)
Eligibility Specialists (also Maximus workers)
Back-Office Workers (DOH workers)
Member Portal
Members (Account Holders, Authorized Representatives, Notice Recipients, Other Household Members)
Assistors
CSR (these are Maximus workers)
Eligibility Specialists (also Maximus workers)
Back-Office Workers (DOH workers)
Assistor Portal
Assistors
DOH Admin
[bookmark: _Toc211268636]Security and Privacy Overview
Deloitte is responsible for performing the operations and maintenance of MECM in compliance with the federal regulatory requirements listed in the documents below:
Centers for Medicare & Medicaid Services (CMS) Minimum Acceptable Risk Standards for Exchanges (MARS-E), Version 2.0, as well as upgrades to the Acceptable Risk controls for Affordable Care Act (ACA), Medicaid and Partner Entities
Internal Revenue Service (IRS) Publication 1075
Social Security Administration (SSA) Technical System Security Requirements (TSSR)
NYS Information Technology Services (ITS) Security Policies and Standards
Deloitte is responsible for performing operations and maintenance of MECM in compliance with the NYS ITS regulatory requirements listed in the documents below:
Behavioral Health Confidentiality Limitations in 33-3-103
Open Records Act Requirements of 10-7-501
Deloitte maintains the CMS System Security Plan (SSP), IRS Safeguard Security Reports (SSR), and Social Security Administration (SSA) Security Design Plan (SDP) deliverables to describe the following:
The security and privacy controls in place or planned actions for complying with federal security and privacy requirements 
How management, operational, and technical controls employed by Deloitte are compliant with federal regulations
The operational environment for MECM and relationships with or connections to other information systems
A detailed description of the security tools utilized by MECM
During operations and maintenance, Deloitte manages annual federal compliance documentation updates for CMS (i.e., Information Security Risk Assessment (ISRA), SSP, Privacy Impact Assessment (PIA), IRS (i.e., SSR), and SSA (i.e., Security Evaluation Questionnaire (SEQ and Security Requirements Traceability Matrix (SRTM)).
[bookmark: _Toc210652063][bookmark: _Toc211268637]System Availability
The table below indicates system availability:
	Description
	MECM

	System Availability (Prod)
	Worker Portal: scheduled daily service hours
Member Portal: 24 X 7

	Maintenance Schedule (Prod)
	OS Patching
	Software Patching
	Deployment

	
	· Scheduled maintenance window
· Monthly, per the published schedule
	· Scheduled maintenance window
· Monthly, per the published schedule
	· Monthly deployment during a scheduled evening window 
· Patch deployment as needed during a scheduled evening window


[bookmark: _Toc211268671]Table 3‑1: System Availability


[bookmark: _Toc211268638]Maintenance and Operations Processes and Procedures
The M&O Processes and Procedures contains a standardized set of components to support consistent execution, compliance, and continuous improvement of the MECM system.
stems. These processes are grouped by process area and captured as unique, individual Microsoft Word documents in addition to content of the M&O Run Book. This structure provides a sustainable model for updating specific processes independently from the whole M&O Run Book as well as providing easy communication of processes during M&O. All M&O processes are stored in the designated SharePoint location for MECM. Changes to M&O Run Book processes proceed through the approved deliverable management process that is part of the ISOW Project Management Plan (PMP).
Each sub-section of Section 4 Maintenance and Operations Processes and Procedures includes tables listing relevant M&O processes and procedures, along with descriptions. Each process or procedure refers to a separate document as needed. The Configuration Management Plan (CMP) will also specify how the inventory of M&O processes and procedures is managed separately from other contractual deliverables.
The process areas listed below are based on Information Technology Service Management (ITSM) / Information Technology Infrastructure Library (ITIL) and comply with the prescribed process areas from the original MECM contract. These process areas are also based on the operations and maintenance required specifically for MECM and are tailored to meet the needs of the organization.
[bookmark: _Toc211268639]Standard Operating Procedures
This section defines SOPs for the MECM system, grouped into broader categories. 
[bookmark: _Toc210652067][bookmark: _Toc211268640]General Operations
[bookmark: _Toc205292923][bookmark: _Toc205370391]This section outlines the processes and procedures for managing interfaces, notices, deployments, and data activities/management such as data fixes and data extracts. These procedures confirm that all routine operations are conducted efficiently and consistently.
	Process Name 
	Description

	GOP-001_Manage Notices During M&O
	The process implemented to coordinate with the respective notices vendor to review the daily Operational Report and manage notices triggered and processed to validate and identify any discrepancies, take action as needed and notify all parties involved.

	GOP-002_Manage MECM Data Fix Process
	The comprehensive process implemented for managing data fixes, that correct data issues caused by system errors and data change scripts, which are planned updates for business reasons, such as policy changes.

	GOP-003_Service Request Process
	The standardized process to support DOH’s service requests, which include ad hoc reports, Notice Template/Language updates and execution of future program migrations/enhancements.

	GOP-004_Document Staff Changes and Organizational Updates to MECM During M&O
	This process describes how Deloitte will manage and communicate Deloitte’s personnel changes to MECM during M&O. Process steps will differ between key personnel and non-key personnel. 

	GOP-005_Update MECM Reference Tables
	This process outlines how Deloitte will closely work with DOH OHIP staff to identify instances where reference table updates are needed and implement a periodic process to prioritize, schedule and update as needed.

	GOP-006_Interfaces Error Handling Process
	The comprehensive process to handle errors that occur during execution of scheduled interface jobs in a timely manner to maintain data integrity and reduce any operational setbacks.


[bookmark: _Toc211268672][bookmark: _Toc205292925][bookmark: _Toc205370393]Table 4‑1: General Operations
[bookmark: _Toc211268641]Communication and Documentation
This section outlines the processes for managing notices, external interface partner communications, documenting staff changes and organizational updates, publishing daily operations reports, and updating and maintaining information system documentation. Additionally, it will provide an overview of the M&O roles and responsibilities, including communication protocols for operational escalations of incidents, reporting, Quality Assurance/Quality Control (QA/QC) communications, and other relevant activities.
	Process Name
	Description

	GOP-007_Communicate a System Outage or Disruption in Service
	Communication process wherein all parties impacted will be diligently notified in the event of planned outages or unexpected disruptions to provide timely and consistent communication.

	GOP-008_Manage Distribution Lists to Facilitate Communication During M&O
	This process lays out detailed steps to update distribution lists pertaining to both Deloitte and DOH to provide efficient communication across all channels.

	GOP-009_Del 33_MECM System Documentation Updates
	Process outlining responsibilities around keeping system documentation updated with the latest changes
Refer to the Del.5_Project Management Plan.docx.

	GOP-010_MECM Deloitte-NYDOH OHIP -Emergency Contacts
	Tracker implemented to list out emergency contacts from NYS DOH OHIP and Deloitte for clarity and collaboration. 

	GOP-011_MECM Meeting Cadence and Communications
	The document will list key meetings and proposed high level cadences to provide ongoing coordination, timely incident response, and effective problem management, supporting stability and continuous improvement of the MECM system.

	GOP-012_Del 33_MECM Release Communication Process
	Process highlighting communication responsibilities of a release coordinator who will coordinate with the M&O operations team and enhancements teams to send communications to all impacted stakeholders prior to, at the start of and at the completion of each deployment or scheduled maintenance to enable efficient business continuity.
Refer to the Del.34_Release Management Plan.docx.


[bookmark: _Toc211268673][bookmark: _Toc205292927][bookmark: _Toc205370395]Table 4‑2: Communication and Documentation


[bookmark: _Toc211268642]System Monitoring and Maintenance
This section outlines the processes for managing database activity, logging and log management, environment and system maintenance, resolving hung threads, handling background exceptions and non-reported errors, and model monitoring. It will also include specific log retention policies and other relevant retention policies.
	Process Name 
	Description

	GOP-013_Environment and System Maintenance Management
	Outlines the steps and schedule required during maintenance deployment and addresses any downtime requirements.

	GOP-014_Resolve Hung Threads in Production
	Outlines the process for addressing hung threads after a ticket has been logged identifying an issue.

	GOP-015_Manage Database Activity
	Outlines the process of monitoring database performance and reviewing of output results.

	GOP-016_Manage Logging and Logs in M&O
	Outlines the process of managing logging and logs.

	GOP-017_Handle Background Exceptions and Non-Reported Errors in MECM
	Outlines the process of handling background batch job exceptions and non-reported errors.

	GOP-018_MECM System Monitoring Health Check
	Outlines system performance and availability check processes including monitoring, collection and reporting, review, and improvement initiatives and plans for planned release cycles.


[bookmark: _Toc211268674]Table 4‑3: System Monitoring and Maintenance
[bookmark: _Toc211268643][bookmark: _Toc205292929][bookmark: _Toc205370397]Batch and Process Management
Batch processes are managed using the NY MECM Batch Run Book. Each night, batch jobs run during a scheduled overnight window with MECM in read-only mode. The Batch Lead reviews and updates the schedule, tracks critical jobs and dependencies, and sets milestones and thresholds for monitoring. Operators confirm schedule alignment, inbound file receipt, and handle exceptions or missing files per defined escalation steps, including marking jobs as “Skipped” or “Ended OK” with M&O Manager approval. Special batch runs (quarterly/annual) are manually triggered and closely monitored, with dependencies pre-configured in the batch scheduler based on the NY MECM-Batch Calendar, NY MECM-Batch Run Book, and M&O Batch Operations Guide. All failures or issues are logged into the incident and problem management system with supporting details, and incidents are escalated as needed. Daily NY_MECM_Batch_Run_Status_Report (in the graphic below) and incident summaries are distributed to stakeholders in the Daily Operation Report, and all actions follow the documented procedures for incident management, communication, and escalation.
[image: A screenshot of a computer  AI-generated content may be incorrect.]
[bookmark: _Toc211268699][bookmark: _Toc205292930][bookmark: _Toc205370398]Figure 4‑1: Daily NY Batch Run Status Report
For detailed batch processes, refer to the table below.
	Process Name
	Description

	GOP-019_Establish a Monthly Batch Calendar and Publication Process
	Outline of process for coordination of applicable teams and MECM business and technology stakeholders to develop batch calendar and publish it monthly.

	GOP-020_Manage the Nightly Batch
	Outlines the process of running nightly batch jobs to process queued transactions in accordance with approved batch schedule.

	GOP-021_Manage Special Batch Runs (e.g., ones that take place 3-4 times per year) 
	Outlines the management process for special batch runs.

	GOP-022_Managing the Batch Schedule Configuration
	Outlines the batch schedule configuration process as run through change management.

	GOP-023_Handle Batches that Can’t be Run Due to External Situations
	Outlines the process for situations when batches cannot be run due to external situations, including the process for incident creation for batch failure.

	GOP-024_NY MECM Batch Calendar-DOH
	Defines the cadence of batch job runs.


[bookmark: _Toc211268675]Table 4‑4: Batch and Process Management


[bookmark: _Toc210652072][bookmark: _Toc211268644][bookmark: _Toc205292932][bookmark: _Toc205370400]Quality Assurance and Improvement
This section will outline the processes for managing code quality, document and manage recurring quality checks, retraining quality assurance and prompt injection models as well as the process of fine-tuning and improving feedback mechanism. 
	Process Name
	Description

	GOP-025_Manage the Continuous Improvement Program
	For details about the Continuous Improvement Program (CIP) refer to the Del.5_Project Management Plan.docx.


[bookmark: _Toc211268676]Table 4‑5: Quality Assurance and Improvement
[bookmark: _Toc211268645]Release Management
The M&O team adheres to all processes and procedures defined in Deliverable #34 Release Management Plan (RMP), encompassing the full release lifecycle - from planning and development through deployment and post-release evaluation. The M&O Release Coordinator will verify that all activities are handled as defined in the approved deliverables, such as the RMP and the CMP, and will closely communicate and coordinate with the Release Manager and DOH/Division of Operations and Systems (DOS) counterparts to confirm that the M&O scope is properly covered.
The comprehensive Release Inventory is defined in the Release Calendar. The Release Management documentation will contain inventory catalogs of all historical releases, along with their associated release notes, change orders/projects, and other relevant historical information, such as patching details, including M&O releases.
The M&O Release Coordinator will coordinate with the Release Manager and support the following key processes as part of Release Management.
	Process Name
	Description

	MECM Release Notes
	To view Release Notes, refer to sections 3.7 and 3.7.1 of the Del.34_Release Management Plan.docx

	MECM Release Calendar
	To view the Release Calendar, refer to Appendix B within the Del.34_Release Management Plan.docx

	MECM Release Paths
	For details about release paths, refer to section 7.2 of the CMP, which is part of Del.34_Release Management Plan.docx

	Refresh the Pre-Production Environment Data
	For details on refreshing the pre-production environment data, refer to section 3.2.3 of the Del.34_Release Management Plan.docx

	Post-Deployment Release Validation Communication
	For details on post-deployment release validation communications, refer to section 3.8 of the Del.34_Release Management Plan.docx


[bookmark: _Toc211268677]Table 4‑6: Release Management


[bookmark: _Toc211268646]Production Defect and Incident Management Processes
[bookmark: _Toc205292935][bookmark: _Toc205370402][bookmark: _Toc205534813][bookmark: _Toc205539007][bookmark: _Toc205882216][bookmark: _Toc205884572][bookmark: _Toc205992313][bookmark: _Toc205995298][bookmark: _Toc205995943]This section will outline the processes for categorizing and managing production defects and incidents, focusing on the core activities involved in enabling timely resolution, the tools used to promote efficiency and effectiveness, and the detailed processes for handling defects and incidents to provide consistency and reliability. 
	[bookmark: _Toc205995299]Process Name 
	Description

	PDIM-001_Incident and Problem Management
	Outlines the defect management process and how the M&O team responds to an alert that a component of the architecture has reached warning or error levels.

	PDIM-002_MECM Severity Determination Matrix – covered in incident and problem management 
	Severity Determination Matrix diagram explaining how to categorize incident severity for further action.
Refer to PDIM-001_Del 33_Incident and Problem Management.docx.

	PDIM-003_End User Incident Support Process
	This process covers responsibilities of Tier 1, Tier 2, and Tier 3 End User Incident Support services across the various groups using MECM as well as the high-level process for reviewing MECM incidents and escalating technical incidents.


[bookmark: _Toc211268678]Table 4‑7: Production Defect and Incident Management
[bookmark: _Toc211268647]Security Management Processes
The security management processes for the MECM system are designed to provide a structured and comprehensive approach to safeguarding sensitive information and ensuring compliance with required regulatory requirements. This section presents the key procedures and controls that support the ongoing security and operational integrity of the MECM environment. 
[bookmark: _Toc210652077][bookmark: _Toc211268648]Compliance and Documentation
This subsection outlines the processes and procedures established to confirm that the MECM system maintains ongoing compliance with applicable security standards and regulatory requirements. The compliance and documentation activities include the following.
	Process Name
	Description

	SMP-001_SSP Related Iterative Update and Annual Review (MECM & Appeals) 
	The Deloitte Compliance team will conduct maintenance and/or refreshes of existing SSPs for MECM User Acceptance Testing (UAT) / System Integration Testing (SIT) environments, ensuring compliance with MARS-E V2.2 requirements. 

	SMP-002_SOP Standardization or Implementing Procedures-Standards Development
	This process identifies implementing standards and related SOPs for the MECM system for the upcoming M&O activities planned for DOH.

	SMP-003_Required Security Documentation-Deliverables
	This outlines the key processes for maintaining, updating, and enhancing key security and compliance-related deliverables for MECM.


[bookmark: _Toc211268679]Table 4‑8: Security Compliance and Documentation
[bookmark: _Toc211268649]Security Scanning
This section will outline the details of conducting static and dynamic application security scanning, as well as security penetration testing procedures.
	Process Name
	Description

	SMP-004_Continued Infrastructure Vulnerability Assessments Post Go-Live
	This process identifies critical, high, medium, and low severity vulnerability categories in the MECM infrastructure over a 72-hour basis to be considered for remediation activities.

	SMP-005_Continued CIS L1 and IRS Compliance Scan Review and Resolution
	This process identifies server misconfigurations and compliance violations in accordance with CIS Level 1 and IRS Pub 1075 benchmarks within all hosts of the MECM infrastructure on a weekly basis to be considered for remediation activities.

	SMP-006_SAST and DAST on Member Portal and Worker Portal
	This process identifies critical, high, medium, and low severity vulnerability categories in the source code monthly to be considered for remediation activities.


[bookmark: _Toc211268680]Table 4‑9: Security Scanning
[bookmark: _Toc211268650]Access Management
This section will outline the processes for maintaining access control, including the management of identity providers and roles, as well as how privileged access is managed.
	Process Name
	Description

	SMP-007_IAM Support and Access Management
	This process provides comprehensive 8x5 support and troubleshooting for all Identity and Access Management (IAM) related issues within the NY DOH identity provider environment.

	SMP-008_Activity and User Access Monitoring
	This process outlines key steps involved in monitoring activity and access within the NY DOH identity provider environment.

	SMP-009_MECM Identity Provider Product Monitoring
	This monitoring process focuses on updates and incidents that may impact integrated applications and environments.

	SMP-010_API Key and Client Secret Rotation
	This outlines the rotation schedule for Application Programming Interface (API) keys and client secrets.

	SMP-011_Monthly Review of User Licensing
	This outlines the monthly reviews of license consumption across all NY DOH identity provider tenants.


[bookmark: _Toc211268681]Table 4‑10: Security Access Management
[bookmark: _Toc211268651]Security Incident Management
This section will outline the processes for the reporting and management of security incidents as well as the process of creating detection rules to help identify suspicious or malicious activity in the environment.
	Process Name 
	Description

	SMP-012_24x7 Monitoring
	This process involves the real-time or near real-time collection, analysis, and evaluation of security-related information to detect, assess, and respond to potential threats or vulnerabilities within MECM Information Technology (IT) environment.

	SMP-013_Log Analysis Capturing
	In the event that use cases encounter errors or experience feed failures, this process will be used for re-enablement. This process is initiated if issues arise with existing log feeds or if additional log ingestion becomes necessary.

	SMP-014_Incident Use Cases
	Outlines the process of creating detection rules that help identify suspicious or malicious activity in the environment based on ingested security log data.

	SMP-015_MECM_Incident_Response_Plan
	The Incident Response Plan (IRP) is intended to define and facilitate the Incident Response (IR) process for MECM and is developed in alignment with required standards and regulatory frameworks.
Refer to the DOH OHIP_MECM_Incident Response Plan.docx


[bookmark: _Toc211268682]Table 4‑11: Security Incident Management
[bookmark: _Toc211268652]Security Operations 
This section will outline the process of implementing and maintaining Security Operations Center (SOC) protocols as well as monitoring security alerts including insider threat management.
	Process Name 
	Description

	SMP-016_PRI Maintenance
	Process focuses on maintaining the functionality of the Insider Threat Dashboard. Key activities include performing daily health checks, following a health check checklist, and resolving errors in coordination with the MECM Lead and Deloitte team.

	SMP-017_PRI Development
	The Potential Risk Indicators (PRI) development process covers activities that lead to identifying, confirming, and ingesting new PRIs into the Insider Threat Dashboard.


[bookmark: _Toc211268683]Table 4‑12: Security Operations
[bookmark: _Toc211268653]Business Continuity and Disaster Recovery 
This section will outline the post Go-Live activities to be conducted in accordance with the annual Business Continuity (BC) and Disaster Recovery (DR) process for the MECM system.
	Process Name 
	Description

	SMP-018_Planning
	Outlines the post Go-Live activities focused on test planning, executing, and continuous improvement of the DR Plan

	SMP-019_Execution
	Outlines the post Go-Live execution activities specifically focusing on the design and facilitation of disaster recovery exercises and the conduct of annual DR tests to validate recovery capabilities

	SMP-020_Evaluation
	Outlines the post Go-Live execution activities specifically focusing on gathering feedback, documenting outcomes, and preparing After Action Reports to drive continuous improvements of the DR process.


[bookmark: _Toc211268684]Table 4‑13: Security Business Continuity and Disaster Recovery
[bookmark: _Toc211268654]Incident Response Plan
The Incident Response Plan (IRP) is intended to define and facilitate the Incident Response (IR) process. The IRP is developed in alignment with standards and regulatory frameworks, including the CMS MARS-E version 2.2, the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, Revision 4, Federal Risk and Authorization Management Program (FedRAMP) High authorization and NIST SP 800-61 Revision 2 Computer Security Incident Handling Guide. Additionally, the IRP adheres to the following federal and state laws and regulations: 
IRS 1075 (Rev 11-2021) 
The Health Insurance Portability and Accountability Act (HIPAA) Omnibus Final Rule 
45 CFR Parts 160 and 164 (Privacy-related sections for HIPAA) 
Health Information Technology for Economic and Clinical Health (HITECH) Act (Expansion of HIPAA) 
Social Security Act, 42 USC 1396 a(a)(7) 
Federal Regulations at 42 CFR 431.302 and 42 CFR Part 2 (substance use disorder) 
NYS ITS Policies and Standards including the following: 
· NYS Information Security Breach and Notification Act (ISBNA) 
· NYS Cyber Incident Reporting Security Policies
[bookmark: _Toc211268655]Approach to Performing Technical Maintenance
This section outlines the comprehensive processes and structured practices employed by the MECM M&O team to support the ongoing reliability and scalability of the MECM system. Covering architecture and design maintenance, capacity planning, system and infrastructure upgrades, system patching, and asset management, the documentation details how governance, change management, specialized tools, and practical aids are leveraged to support operational excellence. Through coordinated scheduling, systematic reviews, and proactive planning, the M&O team maintains high standards for security, and performance across all MECM environments and assets.
[bookmark: _Toc210652086][bookmark: _Toc211268656]Architecture and Design Maintenance
The M&O team will follow structured processes for governance and change management, utilize practical aids that standardize and streamline design activities, and leverage specialized tools as defined in the SADD. The MECM-Technical Operations (TechOps)-Patching-Calendar outlines the patching schedule to be followed, while the Overview of Development and Architecture Code Review Process defines the procedures the MECM Technology team will use to perform architecture and design maintenance. Together, these practices form the foundation for sustainable architecture and design maintenance, supporting ongoing operational excellence and future scalability.
	Process Name 
	Description

	Overview of MECM Architecture
	The Del.16_System Architecture Design Document.docx provides a comprehensive overview of the MECM system’s architecture, covering infrastructure, application and database design, business rules, integration, security, monitoring, DevOps, and non-functional requirements to provide robust, scalable, and compliant operations.

	Overview of Development and Architecture Code Review Process
	Overview of Development and Architecture Code Review Process document details the structured procedures for code and architecture reviews within the MECM system, providing quality, security, and compliance through systematic evaluations and automated tools.

	MECM-TechOps-Patching-calendar - STG, Preprod, PROD
	The MECM-TechOps-Patching-Calendar outlines the scheduled patching windows, environments, user groups, Amazon Web Services (AWS) regions, and timing for development, testing, pre-production, production, and disaster recovery environments, ensuring coordinated and secure system updates across all MECM platforms.


[bookmark: _Toc211268685]Table 4‑14: Architecture and Design Maintenance
[bookmark: _Toc211268657]Capacity Planning
The Manage Capacity and Sizing During M&O Process involves the Deloitte M&O Manager and Technical Manager, who collaborate to initiate capacity reviews and document the current and future state information. By evaluating the system's current capacity and estimating future demand, the team verifies that the MECM system can adapt to changing requirements. This proactive approach involves updating the MECM sizing using a capacity demand model and planning necessary adjustments to maintain optimal performance and system reliability.
	[bookmark: _Hlk198199525]Process Name 
	Description

	PTM-001_Manage Capacity and Sizing During M&O
	Capacity and size are managed throughout maintenance and operations to confirm that MECM continues to meet the needs of stakeholders.

	PTM-002_MECM Capacity Review Template
	This is the template for the Capacity Review process.

	NY_MECM_Wave0 and Wave1_Initial_Software_BOM
	Bill of Materials (BOM) outlines the collaborative process between Deloitte, AWS, and DOH for ongoing analysis, optimization, and management of Cloud and software costs, including regular environment reviews, formula-based sizing, and cost control activities, as governed by Del.27_Cloud Operations and Finance Management Plan. 


[bookmark: _Toc211268686]Table 4‑15: Capacity Planning
[bookmark: _Toc211268658]System and Infrastructure Upgrade
The M&O team will follow structured processes for planning and executing both software and hardware system and infrastructure upgrades. Leveraging practical aids and specialized tools defined in the SADD, the team will track and manage all technical architecture updates to deliver upgrades that are systematically planned, executed, and documented. The MECM-TechOps-Patching-Calendar will be used to schedule and coordinate upgrade activities across all environments, while the Overview of Development and Architecture Code Review Process will guide the evaluation and validation of upgrade tasks to maintain quality, security, and compliance.
	Process Name 
	Description

	PTM-003_Manage the configuration of servers
	Server configuration changes are managed through service requests in the incident and problem management system, with oversight by the Deloitte Technical Manager, ensuring all updates to application and server settings are tracked and documented in version control and change logs.


[bookmark: _Toc211268687]Table 4‑16: System and Infrastructure Upgrade
Refer to Section 4.4.1 Architecture and Design Maintenance for the reference documents link and descriptions. 
[bookmark: _Toc210652090][bookmark: _Toc211268659]System Patching 
[bookmark: _Toc205292954][bookmark: _Toc205370419][bookmark: _Toc205534829][bookmark: _Toc205539023][bookmark: _Toc205882233][bookmark: _Toc205884589][bookmark: _Toc205992330][bookmark: _Toc205995314][bookmark: _Toc205995958]The M&O team will utilize the resources and tools specified in the SADD, to perform all aspects of patching, including operating systems, containers, and databases, ensuring that updates are planned, implemented, and tracked efficiently. The MECM-TechOps-Patching-Calendar serves as a central tool for organizing and aligning patching schedules across different environments, helping to minimize service interruptions. To uphold standards for quality, security, and compliance, the team relies on the Overview of Development and Architecture Code Review Process to review and validate all patching activities throughout the lifecycle.
	Process Name 
	Description

	PTM-004_Conduct Major COTS Version Upgrade Planning
	The planning process for major upgrades of Commercial Off-the-Shelf (COTS) products involves assessing End of Life (EOL) and End of Support (EOS) dates, conducting impact analyses, and compatibility studies.


[bookmark: _Toc211268688]Table 4‑17: System Patching
Refer to section 4.4.1 Architecture and Design Maintenance for the reference documents link and descriptions. 
[bookmark: _Toc210652092][bookmark: _Toc211268660]Asset Management
The M&O team will follow structured processes for maintaining, upgrading, and retiring MECM system assets. It covers the structured decommissioning of obsolete software and hardware, planning and executing major COTS upgrades, managing server configurations, and overseeing the BOM with software and hardware time sensitive items renewals reminders.
	Process Name 
	Description

	PTM-005_Manage the decommissioning of software and hardware assets
	End-of-life software and hardware assets are identified and reviewed by the Deloitte Technical team, with decommissioning managed through change requests, BOM and configuration updates, a 30-day hardware observation period, and non-renewal of expired software licenses.

	PTM_006_Manage the Bill of Materials with Software Passwords and Certificates Renewals Reminders
	Time-sensitive details for the MECM BOM are managed through action items in the incident and problem management system, where tickets are used to track license, certificates and passwords expirations and automatically notify technical staff of upcoming renewals.

	Del.27_Cloud Finance and Operations Management Plan.docx
	This document outlines the procedures and guidelines for the team that operates and maintains the MECM Cloud environment, which is primarily hosted on the AWS GovCloud platform, with a chatbot component hosted on the Google Cloud Platform (GCP).


[bookmark: _Toc211268689]Table 4‑18: Asset Management
[bookmark: _Toc211268661]Approach to Monitoring Daily Operational Performance
The following sections outline the processes for effectively monitoring daily operational performance within the MECM system.
[bookmark: _Toc210652095][bookmark: _Toc211268662]System Monitoring
[bookmark: _Toc205292958][bookmark: _Toc205370423][bookmark: _Toc205534833][bookmark: _Toc205539027][bookmark: _Toc205882237][bookmark: _Toc205884593][bookmark: _Toc205992334][bookmark: _Toc205995318][bookmark: _Toc205995962]This section will describe the overarching framework and processes for monitoring system performance and health to enable operational efficiency.
	Process Name 
	Description

	MDOP-001_MECM System Monitoring
	This process outlines how the M&O team responds when security information and event management (SIEM) or application performance monitoring (APM) alerts indicate that a component of the architecture has reached a warning or error level.


[bookmark: _Toc211268690]Table 4‑19: System Monitoring
[bookmark: _Toc210652097][bookmark: _Toc211268663]Infrastructure Monitoring
This section will detail the processes for monitoring infrastructure components to maintain optimal performance and reliability.
	Process Name 
	Description

	MDOP-002_Monitor Network Utilization
	This process provides the steps for Deloitte to request MECM TechOps to perform analysis that confirms that end users have acceptable system experience and an adequate amount of network bandwidth.


[bookmark: _Toc211268691]Table 4‑20: Infrastructure Monitoring
[bookmark: _Toc211268664]Application Monitoring
This section will outline the procedures for tracking application performance to promote consistent functionality and user satisfaction.
	Process Name 
	Description

	MDOP-003_Manage Usage Analytics for all Portals During M&O
	To provide better overall insight into the usage of MECM applications, the MECM team will utilize the application performance monitoring tool to outline the categories of usage analytics that will be gathered and reported on during M&O.


[bookmark: _Toc211268692]Table 4‑21: Application Monitoring
[bookmark: _Toc211268665]Security Monitoring
This section will explain the processes for monitoring security parameters to protect against threats and vulnerabilities.
	Process Name 
	Description

	MDOP-004_Security Monitoring
	Maintaining constant visibility into systems, networks, and applications, continuous monitoring enables rapid detection of unusual activity, verify compliance with regulatory requirements, and proactively address risks before they can escalate into significant incidents.


[bookmark: _Toc211268693]Table 4‑22: Security Monitoring
[bookmark: _Toc211268666]Operational Reports
This section will describe the process for generating and utilizing Operational Reports, detailing their objectives, intended audience, frequency, and potential escalation next steps.
	Process Name 
	Description

	MDOP-005_Publish Daily Operations Report
	Following the MECM Wave 1 System Go-Live, the Deloitte MECM M&O team will be responsible for preparing and distributing a Daily Operations Report to DOH OHIP. This report provides comprehensive insights into operational efficiency by presenting key metrics on MECM system performance, overall system health, and the status of critical IT infrastructure components.


[bookmark: _Toc211268694]Table 4‑23: Operational Reports
[bookmark: _Toc211268667]Specifications and Process for Monthly Service Level Agreement Report
[bookmark: _Toc205292964][bookmark: _Toc205370429][bookmark: _Toc205534839][bookmark: _Toc205539033][bookmark: _Toc205882243][bookmark: _Toc205884599][bookmark: _Toc205992340][bookmark: _Toc205995324][bookmark: _Toc205995968]This section provides a detailed overview of the process for assembling the Monthly SLA Report and delivering it to DOH OHIP. It describes the end-to-end SLA management process, including how SLA requirements are documented, service performance is monitored, and results are compiled and communicated. The section also addresses the methods used to provide ongoing alignment with DOH OHIP expectations and outlines the approach for continuous improvement in service delivery across all SLAs defined in the ISOW3.
	Process Name 
	Description

	MSLA-001_SLA Management Process
	The SLA Management process details activities such as documenting SLA requirements, monitoring service performance, and driving continuous service improvements to deliver alignment with stakeholder expectations.

	MSLA-002_SLA Specification Template
	The document provides a template for specifying SLAs, including sections for identification, service level metrics, service credits, exclusions, and the process for compiling and reporting SLA performance.

	MSLA-003_SLA Report Template
	This report summarizes the performance of key SLAs for the reporting period, providing DOH OHIP with a clear view of compliance across critical operational areas. The report includes performance metrics, trends, and recommendations to support continuous improvement in service delivery.


[bookmark: _Toc211268695][bookmark: _Toc196140159]Table 4‑24: Service Level Agreement Reporting


[bookmark: _Toc211268668]Appendix
[bookmark: _Toc196140160][bookmark: _Toc211268669]Appendix A: Terms and Definitions
[bookmark: _Hlk196470651]The following table outlines terms used throughout the document and their corresponding definition. 
	Terms
	Definitions

	ACA
	Affordable Care Act

	API
	Application Programming Interface

	AWS
	Amazon Web Services

	BC
	Business Continuity

	BCDRP
	Business Continuity Disaster Recovery Plan

	BOM
	Bill of Materials

	CIP
	Continuous Improvement Program

	CMS
	Centers for Medicare & Medicaid Services

	CMP
	Configuration Management Plan

	COTS
	Commercial Off-the-Shelf

	CSR
	Customer Service Representative

	DOH
	Department of Health

	DOS
	Division of Operations and Systems

	DR
	Disaster Recovery

	EOL
	End of Life

	EOS
	End of Support

	EST
	Eastern Standard Time

	FDD
	Functional Design Document

	FedRAMP
	Federal Risk and Authorization Management Program

	GCS
	Google Cloud Platform

	HIPAA
	Health Information Portability Accountability Act

	HITECH
	Health Information Technology for Economic and Clinical Health Act

	IAM
	Identity and Access Management

	ICD
	Interface Control Document

	IRP
	Incident Response Plan

	IRS
	Internal Revenue Service

	ISBNA
	Information Security Breach and Notification Act

	ISOW
	Individual Statement of Work

	ISRA
	Information Security Risk Assessment

	IT
	Information Technology

	ITIL
	Information Technology Infrastructure Library

	ITSM
	Information Technology Service Management

	IPMS
	Incident and Problem Management System

	M&O
	Maintenance and Operations

	MARS-E
	Minimum Acceptable Risk Standards for Exchanges

	MECM
	Medicaid Eligibility and Client Management

	NIST
	National Institute of Standards and Technology

	NY
	New York

	NYS
	New York State

	ITS
	Information Technology Services

	OHIP
	Office of Health Insurance Programs

	PIA
	Privacy Impact Assessment

	PMP
	Project Management Plan

	PRI
	Potential Risk Indicators

	QA/QC
	Quality Assurance/Quality Control

	RMP
	Release Management Plan

	RSD
	Requirements Specification Document

	SADD
	System Architecture Design Document

	SDP
	Security Design Plan

	SEQ
	Security Evaluation Questionnaire

	SOC
	Security Operations Center

	SOP
	Standard Operating Procedures

	SP
	Special Publication

	SLA
	Service Level Agreement

	SIT
	System Integration Testing

	SRTM
	Security Requirements Traceability Matrix

	SSA
	Social Security Administration

	SSP
	System Security Plan

	SSR
	Safeguard Security Report

	TechOps
	Technical Operations

	TEDS
	Tennessee Eligibility Determination System

	TSSR
	Technical System Security Requirements

	UAT
	User Acceptance Testing


[bookmark: _Toc211268696][bookmark: _Toc196140176]Table 5‑1: Terms and Definitions
 

[bookmark: _Toc198734444][bookmark: _Toc211268670]Appendix B: Reference Documents, Deliverables, and Artifacts Associated with the Maintenance & Operations Run Book
The following table provides a table of reference documents with descriptions for the CMP, PMP, RMP, SSP, Business Continuity and Disaster Recovery Plan (BCDRP), System Source Code, etc., and the deliverables and artifacts associated with the M&O Run Book deliverable.
	Name
	Description
	Location

	BOM
	The BOM outlines the collaborative process between Deloitte, AWS, and DOH for ongoing analysis, optimization, and management of cloud and software costs, including regular environment reviews, formula-based sizing, and cost control activities, as governed by the Cloud Operations and Finance Management Plan.
	NY_MECM_Wave0 and Wave1_Initial_Software_BOM

	BCDRP
	This plan defines the processes, techniques, and activities that are required to continue routine business operations in the event of a disaster.
	14. Business Continuity Disaster Recovery Plan

	CMP
	This plan outlines the structured approach for setting up and managing project environments, governing their use during the design, development, testing, and deployment of the MECM system.
	Configuration Management Plan (CMP) Work Product

	Data Dictionary
	The data dictionary provides details related to database tables, their respective attributes, and reference data.
	21. Data Models and Data Dictionary

	Data Models
	This document describes the highest level of abstraction and details broad classes of data based on the system requirements for MECM applications.
	21. Data Models and Data Dictionary

	FDD
	FDDs describe in detail the design of the various features and functions necessary for seamless MECM system performance
	20. Function Design Document (FDD)

	ICDs
	These documents define the technical specifications, data formats, and communication protocols required for secure and reliable integration and data exchange between MECM and its trading partner systems.
	22. Interface - Batch - Automation Control Documents

	PMP
	Used as a baseline for the project, the PMP must detail the Contractor’s approach and plan for managing the MECM system and its component projects.
	05. Project Management Plan (PMP)

	RMP
	The RMP will include the approach and procedures for managing and tracking MECM system releases, deployment of releases to the system environments, the process for obtaining approval from DOH OHIP for production deployments and release.
	34. Release Management Plan

	RSD
	The RSD gives an overview of the scope, assumptions, and approach to requirements gathering associated with the initial design and development of the MECM system for the upcoming release
	18. Requirements Specification Document (RSD)

	SADD
	This design document outlines the various components of MECM architecture.
	16. System Architecture Design Document (SADD)

	System Source Code
	This document provides System Source Code details such as software packages, custom framework modules, third-party libraries, application code, database scripts, and configurable application properties that constitute the MECM solution. This document also provides details about the source code repository access provisioning process and build/deployment.
	26. System Source Code


[bookmark: _Toc198734451][bookmark: _Toc211268697]Table 5‑2: Reference Documents, Deliverables, and Artifacts Associated with the Maintenance and Operations Run Book
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ENROLLMENT XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
REALTIVE XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
APPLICATION XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
FRAMEWORK XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
INTERFACES XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
ELIGIBILITY XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
NOTICES XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
CUSTOMER PORTAL XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
ENROLLMENT XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
REALTIVE XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
APPLICATION XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
FRAMEWORK XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00

INTERFACES XXXXOKA-DLY lustrative example only. Job identifers, job descriptions, database table names, file paths and feed schedules have been removed for public release. COMPLETED | YYYY-MM-DD HHMM:SS. YYYY-MV-DD HHMM:SS 00:00:00
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