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SendVault Quick Start Guide for External Users for Use with the
New York State Living Donor Support Program

New York State Department of Health must adhere to the Federal Information Processing Standards and the Federal Information
Security Management Act certified security methods. Once the data is transferred to the New York State Department of Health using
the method above, it resides on a Department of Health file server behind the firewall. These servers have been populated with self-
encrypting drives. These drives meet Federal Information Security Management Act and are Federal Information Processing Standards
140-2 Level 2 validated and are certified for U.S. government use.

SendVault, is the New York State Office of Information Technology Services (OITS) supported way to securely and efficiently send large
and highly confidential files to other individuals. The software allows for file encryption with a passphrase.

The New York State Department of Health Living Donor Support Program will receive applications, reimbursement forms and all
supporting receipts and documentation through a custom SendVault link. The SendVault hyperlink will allow external users to send
files securely to the New York State Department of Health Living Donor Support Program using the SendVault application. Users can
use this hyperlink multiple times throughout their living donation process for reimbursement submission claims.

To launch the application, click on the hyperlink below or embed in your internet browser:

https://sendvault.ny.gov:443/nys/send/to/dropbox/living-donor

This hyperlink is also available through the New York State Department of Health Living Donor Support Program website at
health.ny.gov/livingdonor

1. You will be prompted to put in your email address to gain access as shown below:

f Oftice of Information
ﬁl Technology Services Send aUh
-

Send to dropbox: *Living Donor

Please enter your email address to gain access.

Email address:

]

Request access
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https://sendvault.ny.gov:443/nys/send/to/dropbox/living-donor
http://health.ny.gov/livingdonor

2. The user will receive an email link to the email provided that will contain the link to access the *Living Donor dropbox:

NY$ sendVault<its. grp,plat adhoc@its.ny.gov> © Reply & Replyall  Forward [

NS
To: You Thu §7/2025 219 PM
Dear I

You have been invited to submit files to dropbox ™Liing Donor™.

You can use the following URL to access the dropbox: hitps.//sendvault.oy.gov/nys/extemal/dropbox submissions/new?passcode=715a{727052054dbf5542fcededBddfred48551f

This email and any files or documents transmitted with it are confidential and intended solely for the use of the individual or entity to whom they are addressed. If you have received
this email in error please notify the sender immediately and then delete it from your system. If you are not the named addressee you should not disseminate, distribute or copy this
email. In addition, you are hereby notified that disclosing, copying, distributing or taking any action in reliance on the contents of this information is strictly prohibited.

© Reply 7 Forward

3. Once the user clicks on the hyperlink within the email, they will be able to attach files to send (upload) to the Living Donor
Support Program using SendVault:

Send to Dropbox: *Living Donor

Title*:

Maximum length: 245 characters

Note:

optional

Maximum length: 8000 characters

Package Download [ Prevent HTTP download for this package

Contents*: Browse for files... Drop Files and Folders Here

Browse for folders...

Terms of Service: [ I accept the Terms of Service

Send Package

4. In the Title*: field enter your subject/topic; you will have an option to add additional information to the Notes field (although
optional).

5. Attach your files by selecting either the Browse for files button or Browse for folders button, navigate to the files you would
like to include.
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6. Click on the checkbox next to Accept the Terms of Service;
7. Click Send Package to submit the files.

8. You will now be prompted to put in and confirm a Passphrase for the secure file transfer.

v Enter a passphrase to store files in an encrypted format on the
| & server. Apassphrase is requred.

Passphrase |
Confirm

Keep fies unenoypted

ok ][ conce

9. Use Passphrase LivingDonor!1234

10. After the upload starts you will be able to monitor the progress.

This page allows you to see the status of the package you submitted,
as well as retry the transfer if it fails.

It is safe to close this web page, your transfer will not be affected.
An emall has been sent to you with a link to get back to this screen,

Title Date Size Files Status
Submitted
Hare are the files you naad. 9:08 AM 33.7 ME 1 Uploading
11.3 MB/33.7 MB
(33.6%)
00:00:22
remaining
x
G Activity - IBM Aspers Connect ===

ﬁ BMAsperaConnect-ML-3.8.0,158555.msl

POe®
Done
IBMAsperaConnact-ML-3.8.0.158555. ms
G e s famorn Desiiton IBMALDSr pCOAMEIT-ML - 3.8.0, 158555 ma
T — 26
Uplcadng 13,0 f 33,7 MB (14,32 Mbps) - 0: 12 remaining 0 14 elagaed

iﬂ! IBMAsperaConnect-ML-3.8.0.158555.msi
CNONO

Done

11. Once you see the message Done, your package is on its way.
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